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[4] \ - A L] Figure 2.9 sshows Cellebrite Pathfinder, which allows investigators to perform an image-based search using pre-
L 2] [ ] (mg generated filters, like “Flags,” “Faces,” “Drugs,” “Weapons,” or “Tattoos.” The software also has features, shown at
(1] P i =y the top, such as “Timeline” (for viewir ents on the phone chronologically), “Graph” (to make a social network

Figure 2.8 shows a screenshot of Cellebrite Analytics, now called Cellebrite Pathfinder, which infers a social graph graph of contacts and commun Map” (to display all phone events and media with location data on a
based on communication events. This graph shows the participants of communications extracted from the phone, as map), “Gallery” (to view all media like photos and videos in ane place regardless of source), and “Persons” (to view
well as a histogram of communication volume over time.® profiles of discrete users on the phone).™
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IN2'20 19N MIYJN 'WINN 7Y 1911 19/ MIN'NN IN D'NO 7w |122) DININ 7722 'NITN WI9N YXAT DNj7INT
(Cellebrite :0'Mj71 j7N) 27¥Nn TV 7w I'NNANN VNQ7I D'ION DTN 7¥ D'NNANN NI NN NNIT,(DWVI7V§7
D'I0N '972INJ DI7N7 0N’ DINN 770N 7Y NIATXNI D'WI9N
(Cellebrite :0'Mj71 117N)
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Q1) Cellebrite PATHFINDER product overview 67

Machine NINITI2001 71NN NOIN NINKAN 7Y D'WIN'WAN D21 NIYONNN (bias) NITID9 NI'ON 7¥ /770N 120N 7V YANNT AIWN ,NTIWN1 68
Yeungetal., Identifying TUNTINY DX DN 0797 Al 1122210 1VIN NAY TN NN DIZNNNT D712 NI7220 791, NMIDNT N2l Learning
Systemic Bias in the Acquisition of Machine Learning Decision Aids for Law Enforcement Applications, RAND Homeland and
Security Research (2021) (link); Will Douglas Heaven, Predictive policing algorithms are racist. They need to be dismantled,
.(link) (2020) MIT Technology Review
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